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ABSTRACT 
Biometric authentication has proven to be a reliable form of security as we have seen its continuous acceptance in 
multiple areas of technology. This includes facial recognition, fingerprints, gait analysis, and others. In this project, 
we develop a system that will provide authentication via electrocardiogram (ECG) signals. This system will employ a 
supervised machine learning approach to connect the various features generated by an ECG signal with the user. We 
will collect data using an online database. We will use this data to train the machine learning model that will be used 
to authenticate. Once a user is authenticated, then the user will be allowed to have access to any devices for which they 
are registered users. This system will provide a new approach for authentication that will improve the overall security 
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With the increase in the use of technology in our everyday lives, the idea of personal authentication and security is
becoming vitally important. One current way to authenticate is to use biometric authentication that can isolate unique
aspects of an individual based on physical traits such as fingerprints and facial scans. However, these methods are not
perfect as there are currently multiple issues surrounding the current biometric identification methods. These issues
include fail rate and inability to decipher between different groups of people. Some studies show that facial scans for
minorities, women, and children can have as low as a 65 percent success rate showing bias in who facial scans will
work for. Also, some current ethical issues exist around facial scans, such as improper identification and storage of
images in databases without a person’s consent, compromising their privacy. However, there is a new and emerging
technique of using biometrics to accurately identify people while providing more privacy.
This new technique involves analyzing a person’s heartbeat to certify their identity and possibly expose major
health concerns. Specifically, this is done using an Electrocardiography(ECG) signal. What makes ECG such a
valuable identification system is that electronic data of a heartbeat is present in every living individual, they are difficult
to counterfeit, and can also detect other life-threatening medical issues based on the ECG. One key aspect of ECG
biometric identification is being able to build a computer program that can take the ECG pattern as an input and output
the user. To do this, machine learning is used to isolate and identify key parts of the ECG pattern. When analyzing
key parts of a heartbeat there are three main phases. Along with the three phases, 5 main data points come from the
ECG signal. From this data over 20 different identification features can be extrapolated. The important part is to find
the individuality of each wave point/value. This can be done by analyzing the relation of points to one another, slopes
of curves, and duration of waves. This provides the need for an extremely accurate ECG machine. The most common
devices for monitoring ECG patterns are usually non-invasive and are attached to particular parts of the body that can
best identify an electrical signal. We will explore the best machine learning algorithms to ensure proper classification
of people based on their ECG.
The ultimate goal of the project will be to develop an algorithm based around machine learning where a heartbeat
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is provided (input) and receives an answer saying who the heartbeat belongs to (output). This algorithm could then
be used in a myriad of scenarios where people need to be authenticated. This can range from getting access to one’s
personal technology to more industrial applications. Ultimately, our proposed algorithm should provide a new safe




In this section we included a list of our functional and non-functional requirements. We listed our requirements in
order from their importance of development from crucial to recommended to suggested. Critical requirements must be
implemented so they take priority over recommended and suggested requirements. Recommended requirements then
take priority over suggested requirements.
2.1 Functional
Requirement Importance
The system will take features from ECG signals to train the model Crucial
The system will be able to authenticate based on trained model Crucial
The system will connect users to their registered devices Recommended
Table 2.1: Functional Requirements
2.2 Non-Functional
Requirement Importance
The system will be secure Crucial
The system will authenticate in a short amount of time Crucial
The system will be user friendly Recommended




The following diagram represents the different use cases that the admin and user will have. The machine learning(ML)
model on the right represents the authentication system. The user is on the left side of the diagram.





Goal: Read in data from a user
Actors: Person trying to be authenticated
Preconditions: Person is capable of having heartbeat monitored
Postconditions: The device records the data
3.2 Ensure Signal Quality
Goal: Confirm that the signal is capable of being analyzed
Actors: Authentication system
Preconditions: ECG has been recorded
Postconditions: The device proceeds if signals are good
3.3 Analyze
Goal: Run algorithms on the data
Actors: Authentication system
Preconditions: Signals have been read and are clear
Postconditions: The system will process the data
3.4 Authenticate
Goal: Confirm an identity
Actors: Authentication system
Preconditions: The data has run through the machine learning model
Postconditions: The system matches processed data with known database members.
3.5 Get Result
Goal: Read in data from a user
Actors: Person trying to be authenticated and Authentication system
5
Preconditions: System has decided if user is authenticated




The following diagrams represent the various paths/flow the user will take in order to accomplish a set goal. Our system
has two main processes included in its functionality. The first of these depends on if the person has been incorporated
into the system or not. If they have not they will have their ECG analyzed and then added into the database. If the user
is already in the database they will have their ECG data matched and the system will then authenticate the user.









The following images represents the different web-pages that are displayed in our system demo website. Due to
uncontrollable circumstances we switched to an online database and a website that can be built to show the the potential
applications of our final system. The first thing the user will see when entering the website is a homepage explaining
how the website will demo the system.
5.1 Homepage
The first thing the user will see when entering the website is a homepage explaining how the website will demo the
system. Essentially we have five different users that are all trying to enter the house. Four of the users are registered
users with ECGs that are in the database and have been used to train the models. Any time the ”test house entry”





How it works 
We have five different peop le trying to enter a house . Four of them are registered in the database wh ile one of them is not. We have implemented a LDA mach ine learning model that w ill make a prediction of who is trying to 
enter the house based on their ECG. The four peop le in the database are Parents A and B along w ith ch ildren A and B. Each member of the family has d ifferent pr ivileges w ith in t he house. If the random ly selected person to 
try and enter the house is the intruder you w ill get a warn ing. Other wise it will welcome home the person and list the ir pr ivileges. 
FIHM@i 
5.2 Intruder
If the user that is randomly selected from the five users is not in the database, then there will be a screen presented to
the user showing that they are not permitted and an intruder is trying to enter.
Figure 5.2: Intruder Notification
5.3 Permitted User
If the user that is randomly selected is one of the five users then they will be shown a view of all the house rooms.
These are all the rooms within the house, the user may not be permitted to every room. Along with this an image of
the user will be presented on the screen to show which user it is, this is accompanied by a name of the user. However,
within the database that stores the users everyone is given a distinct identification number in order to have users with
the same name in the database. This can be seen in figure 5.3 below.
5.4 Room View
Once a permitted user has entered the house, they can then go through and click on the different rooms. Each room
will have a different list of devices / privileges that are within the room. From there you can see a table showing all
the users permissions as seen in figure 5.4. In this figure we can see that the user has permission to use all items in
the living room. This is opposed to what we see in figure 5.5. In this figure we can see the user does not have all the
privileges. The idea behind this is that each actual system would be deployed into a piece of hardware, which for our
project we used a raspberry pi 4. This way all private information such as ECG, name, and picture are all kept on the
actual hardware device in full possession of the users.
9
ECG Authent1cat1on 
Intruder has tried to enter house 
Figure 5.3: Permitted User




Parent A has entered the house 
Living Room Kitchen Master Bedroom 
First Office Second Office Small Bedroom 
X 
Living Room Access 
ITEMS Lights Telev1s1on Thermostat 
ACCESS: Yes Yes Yes 
Figure 5.5: First Office
11
X 
First Office Access 
ITEMS Entry M1m-fndge Computer 
ACCESS: Yes No No 
Chapter 6
Technology Used
In this section we will discuss all of the technology we will use in order to implement our system. This includes both
the software we will use as well as any hardware we will need to collect data. We will go into more detail as to why
we selected these technologies in our Design Rationale.
6.1 Hardware
• Raspberry Pi B
– This device runs the actual website. It is set up as a WiFi access point using Apache. This allows users
within the same network to connect to the device and view the website. It is not permitted to be seen by
anyone outside of the local network.
6.2 Software
• Python
– This was our main programming language that was used when developing our project. Python is a great
object oriented language that allows users to easily manipulate and alter pieces of data while at the same
time providing many open source libraries that can be used.
• Django
– Django is an open source framework that utilizes the python programming language. Django is a great
framework as it has many features. The first is the security. Django has security measures that help again
SQL injections and many other common website hacking techniques. Another is that Django has a built
in SQL database. This database has premade profiles that can be used for users. All user passwords are
automatically salted and hashed so no one has the capabilities to see them.
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• TensorFlow & scikit-learn
– These were the main libraries that we used in order to develop the actual machine learning models. These
libraries have functions that utilizes many different types of models giving us the ability to see which
models work best for certain situations.
• GitHub
– To provide version control and facilitate collaboration among all contributors.
• Bootstrap
– Bootstrap provides many HTML and CSS templates that were used to enhance the UI for our website and





We decided to implement our system architecture in a data-centric model because our whole process revolves around
the data that will be securely stored and used to build the authentication system via a machine learning model. This
architecture diagram shows how the user will be connected to a wearable device, such as a watch, which can then
connect to the home-base or ”Processor”. This home-base is the only device that is allowed to collect the ECG
information from the user and serves to protect the user from theft of data as it can’t be randomly collected from
unauthorized users. The collected data then gets stored to a personal database that is unique to every user and then
it sends information back to the web tier that does the authentication and then connects the user to their registered
devices.













Our original plan evolved around us personally collecting all of the data that we were going to use in our authentication
model. This would have been ideal because we could have controlled the creation of our system from beginning to end
and could have accounted for different user scenarios. As we began to collect the data we were faced with a couple of
issues that ultimately led to us using an online data set.
The data set we ultimately used was a collection of ECG data from PhysioNet, an online repository of medical
research data. The data set had 84 total participants with a total of 263 recordings. The number of recordings per
participant varied from 2 while others had closer to 20. Each recording was recorded with a sampling rate of 500 Hz,
for a duration of 10 seconds each. This means each recording was 5000 data points where each point was a voltage
level at a particular point. The following figure depicts a sample ECG wave that we got.
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8.2 Feature Extraction
The individual 5000 data points are not enough to train a model, so we have to extract the features that are able to
authenticate any particular user. If you look at Figure 8.3 you can see some of the features we want to extract. In
Figure 8.2 you can see our ECG data and some of the features we were able to extract. As you can see, the difference
between both ECG waves are very apparent as our data is not as clean and it’s much harder to extract any particular
feature.
Figure 8.2: Expected ECG
Figure 8.3: Measured ECG
Our approach revolved around the 3 main components of an ECG wave: P-wave, QRS-Complex, and T-wave
as shown in (FIGURE 3). The P-wave represents the depolarization of the left and right atria. The QRS-Complex
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first thing we noticed was that since the QRS complex represents the depolarization of the ventricles, which have a
much larger muscle mass than the atria, it will have a much larger amplitude than P-wave. The depolarization also
uses more muscle than repolarization, so its amplitude is larger than the T-wave. This means that the QRS-Complex
i’ the most pronounced wave and thus we thought it would be the easiest to measure. The QRS-Complex can be split
into three different components: Q, R, and S. R represents the upward deflection while Q and S represent downward
deflections.
Our approach for finding the QRS-Complex is a multi-pass divide and conquer algorithm. First we traverse the
ECG wave and mark all of the maximum points, the R-values. Then for each R-value we go left and right and stop
when we reach the lowest points. On the left it represents the Q-value and the S-value on the right. From this point we
can traverse left of the Q-value to find the P-wave and right of the S-value to find the T-wave.
The detection for both P-wave and T-wave follow a similar approach. First we begin iterating from the S or Q-
value, depending on which wave we wan to find, and create an increasing sliding window with two points, start and
end. The start value will be fixed and the end value will keep iterating until it reaches a value, in voltage, that is similar
to that one at start. From this point we will check so see if the maximum value in that interval is the peak we measured
before and if the distance between start and the peak is relatively close to the peak and end. If these conditions are
met then the T-wave, or P-wave, will be represented by the values from start to end. If not, we move start and slowly
increase the window again.
From those values, and the times at which they reside, we are able to extract a total of 18 features. There is
availability to extract more and these would be helpful in the future as having more options for features allows for a




The heart of our system lies on the machine learning model we used to authenticate the individual user. Because of this
we wanted to test different machine learning models that work well with classification and select the one that had the
best results. The five different machine learning models we implemented were: Linear Discriminant Analysis (LDA),
Support Vector Machines( SVM), Decision Trees, Logistic Regression, Neural Network
In order to test the accuracy of our models and determine which one would work best we randomly selected 5
people and collected all of the recordings that belonged to those 5 people. We then remove one recording from each
of the 5 people. This one recording would then be used to authenticate them while the remaining data samples would
be used to train the model. We repeated this 10,000 times for each model (only 100 times for Neural Network) and
thier accuracy rates are recorded in the following table.
ML Model LDA SVM Decision Tree Logistic Regression Neural Network
Accuracy Rate 0.744 0.372 0.696 0.506 0.555
Table 9.1: ML Model Authentication Accuracy Rates
As noted, the accuracy rates are not as high as we would have wanted but we believe that with time spent extracting





In this section we will explain why we decided to design our system the way we did. We will also discuss the
technologies that we have selected in greater detail.
10.1 System Design
The main design decision we had to make was what kind of machine learning model we wanted to use and based on the
accuracy results, LDA gave us the best accuracy at 0.744. Another important aspect of our system was the inclusion
of a home base hardware that every user will be registered with. This home base will be the only device that will be
allowed to communicate with the wearable sensor and the user’s IoT devices, so this will protect the user and their
devices. This way, users will not have the concern of having their information stolen from unauthorized users as they
will only communicate with their home base. Since we’ll be using the user’s features in the machine learning model,
we want their data to be encrypted and protected whenever it is being transmitted across every level in our system.
10.2 Technologies Used
We decided to use a Raspberry Pi B+ because it allowed for the best functionality to connect to different sensors, such
as the ECG sensor. However due to the covid changes we ended up using the Pi as a hardware device that could deploy
our demo site to demonstrate the functionality of the program. The Raspberry Pi also has a very small learning curve
so it allowed us to spend more time developing the main model.
In terms of software, we went with Python because its simplicity will allow us to write complex systems in the
easiest way possible. There was also a wide variety of machine learning libraries written in Python that will provide
us with a lot of functionality. To store our data we used SQLite as it provides a high degree of performance, which
we found to be very important. We are used the TensorFlow and scikit-learn libraries as they provide a lot of machine
learning approaches that have already been implemented. This facilitated the development of our own model. Lastly






In this section we will discuss our test plan. We had three major phases in our testing. These phases were unit testing,
system testing and integration testing. The testing was performed throughout development to ensure the continuous
success of the systems functionality.
11.1 Unit Testing
Testing was done on each module of the program. This includes the recording of the data, processing of the data,
and outputting the data individually before fully integrating system. Meaning we made sure that the data can be read
in, analyzed, and properly identify. By looking at each module individually we limited the likelihood of errors and
allowed for easy error correction.
11.2 Integration Testing
These test were performed by combing the different units/modules together one component at a time to ensure the
system continued to properly function. There are three main components. The ECG reading, the processing unit, and
the system website. This way we were able to ensure the system worked as a whole.
11.3 Acceptance Testing
This was the testing of the systems correctness and functionality. Whether or not it was be able to correctly identify
people after reading in their ECG. During this process we ensured that all of our crucial requirements were satisfied.
Along with this we will make sure all parts of our demo website were able to assimilate together and work together




In this section we will discuss some of the risks we thought we would encounter and how we would plan to avoid them
or limit their impact.
Figure 12.1: Risk Analysis
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Risk Consequences Probability Severity Impact Mitigation 
Project not completed 
in time 
System glitches may 
delay production 
Would be unable to 
gather ECG data 
Would be unable to 







2.1 Stay on schedule with I 
planned timeline 
1.98 Write clear and 
understandable code 
that is documented 
well 
1.4 Maintain the condition 
of the equipment and 
store properly 
0.45 Have cloud and 
physical backups of 
the code 
0.3 Have cloud and 
physical backups of 
the code 
12.1 Obstacles Encountered
In this section we will discuss some of the obstacles we encountered throughout the duration of our project.
The first major obstacle we encountered was sensor issues. Our original sensor, Thought Technology ECG/EKG
Sensor, took too long to arrive and by the time it arrived we realized that we needed a much more expensive attachment
to access the data. At this point, we didn’t have the time nor the money to get this sensor so we had to replace it with
a much simpler AD8232 ECG sensor. Before we could collect enough data, we were unfortunately forced to halt our
project due to Covid-19. At this point we didn’t have enough collected data to continue so we had to pivot by using
the online data set we discussed before.
Another obstacle we had was the complicated feature extraction. ECG signals are unique, which is good in that it
allows for authentication, but it’s bad in that it creates issues when trying to create a single feature extraction process
that will generalize well across all forms of ECGs. At the moment, we can collect most features but we believe we can
still improve our feature extraction method.
The last major obstacle was having to restructure for remote learning. The shelter in place order made working
with the project particularly difficult as we had a lot of hardware involved and we were no able to plan how and where
our resources go. Because of this, we weren’t able to have a feature complete project as we had originally intended





Moving forward we see many areas that this project can continue to be developed. The first of this is to improve the
overall accuracy of the system. Most identification systems in the market can achieve upwards of 99 percent success
rate. To improve the accuracy we would need to enhance our feature extraction algorithms so they would be more
adapt at picking up the individual nuances of the different ECG recordings.
13.2 Use Cases
Another major area of improvement that we see possible is the increase in the different number of use cases that this
system could be applied to. We used a house to demonstrate the capabilities of the system but it could be applied to
many different areas. For instance, a hospital would be a great use case for this project as it could not only utilize the
privileges part of the project, it could also help to monitor any potential heartbeat irregularities as well.
13.3 IOT Devices
Going forward it would be great to be able to connect our Raspberry Pi device to many different IOT devices to make
the system fully functional. The Pi has many built in security measures that would help with sending encrypted data
to ensure the privacy of all different sensitive information. This would complete the idea of granting access to users




Here we have included a timeline of what of how we plan to space our work over the entire year.
Figure 14.1: Development Timeline
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Senior Design Development Timeline 
Des ign Repo rt 
Design Review Presentation 
Final Presentation 
Final Written Report 
Initi al Operat ion Syste m 
User Interf ace Design 
Back End Developmen t 
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Acceptance Testing 
Final System is due 
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